This paper provides a novel method to improve the data storage of a quick response code (QR code) by applying encrypted lossless compression technology. QR codes are used in several domains, particularly when there is a need to transfer various types of text information. A key aspect of this work is to thus propose a new methodology to overcome the weaknesses of the limited size of the traditional QR code, which has long been an important issue in a wide range of areas. The proposed algorithm incorporates a clear and simple plan for overcoming this difficulty by inserting confidential information into a QR code message. The QR code is updated through the addition of levels that help to share secure messages of various sizes and to authenticate documents for verification and validation. In this work, the newly proposed QR code does not reconstruct the configuration or structure of the QR code. Rather, it provides better security because it relies on the features of the Huffman compression algorithm to reduce the size of the input data and the principles of encryption through the XOR function, which is done through a variable encryption key. The experimental results show the superiority of our method over the previous methods. The scope of this endeavour is thus wide, and there is potential for the encoding of different types of data with a high compression rate in the near future.
I. INTRODUCTION
The Quick Response code, which can be abbreviated as ''QR code'', is used to access and read information through the easy use of 2D barcodes. The QR code has been the subject of many systematic investigations regarding how information is arranged and stored by organizing QR codes in a 2D matrix, along with the columns and rows of this matrix. The matrix represents a place to store data with elements that are visible in the black and white of QR codes, as shown in Figure 1 . QR codes are used in domains that involve the transfer of text information, and these include mail messages, phone numbers, hyperlinks or other text files. This is done by capturing the image of the QR code, which is then interpreted by a QR code reader or smartphone applications that are prepared for this purpose. The QR code also contains different patterns: search patterns, alignment patterns, timing patterns, and other types, such as formatting information and time slots, along
The associate editor coordinating the review of this manuscript and approving it for publication was Chi-Yuan Chen . with other variables. These make the QR code more susceptible to decryption and detection, thus allowing QR codes to be used in an easy and effective way [1] - [4] .
For more than a century, scientists have been interested in data analysis and protection. This pursuit has thus been instrumental in our understanding towards finding an efficient and inexpensive method that does not require a high level of training to use it. For this reason, the QR code was created to represent and protect data based on computer methods. Indeed, the use of web applications and electronic document integrity can be achieved and verified while maintaining user privacy by using improved QR code algorithms, which appear in multiple fields and sectors, including digital signatures, data integrity, security, authenticity, security protocols and data transfer [5] - [7] .
From the introduction above, it can be noted that the QR code is an important concept in the study of document authentication through the use of two-dimensional barcodes (QR codes) for document protection and readability. This paper thus proposes a clear and simple plan that can overcome the current difficulty in this aspect through the use of algorithms that can insert confidential information and messages into a quick response code. To design an essential and effective QR code application, the main challenge faced by many researchers is how to achieve readability and confidential sharing on QR modules directly. It must be noted that this work does not reconstruct the configuration or structure of the QR code but rather investigates the challenges related to that structure. The main objective of this paper can be summarized in the following sections. First, it addresses the handling of an authentication system through the use of reliable performance measurements by adding functions that increase security. Despite its long clinical success, the QR code has a number of problems when utilized. As such, there is an urgent need to address these problems. This article presents a plan to overcome all the difficulties that have plagued the previous methods applied. Integrating significant secret data within a quick response code requires the preservation of its contents while enabling a control of the amount of information involved in that code and maintaining the highest degree of security when integrating the data. The second section addresses the enhancement of the QR code to improve the data storage capacity by implementing lossless compression technology in an encrypted way. The last section of this paper displays the experimental results and discusses them in detail.
II. RELATED WORK
From previous studies, it is possible to record and perceive that in many cases, there is a general issue in recognizing and reading 2D barcodes (quick response codes) in different conditions. For example, the large amount of text required to be converted into a QR code makes it tough for devices to read the QR code due to high noise in the pattern. Indeed, there has been an increasing amount of literature associated with QR codes in recent years. Researchers have proposed ways to change the structure of the QR code by using a grey level to store and disseminate data. The proposed method has helped to increase the storage capacity of data associated with QR codes, despite success in increasing the storage capacity of the quick response code. However, there are several conceptual and methodological weaknesses that expose chances of high error opportunities, and the different brightness conditions caused by the introduction of grey levels are among the most important problems [8] . Another study emphasized the importance of two levels of security and how building information was used in the QR code by improving the information on privacy levels and lightweight accounts, which affect the rest in turn. Such approaches, however, have failed to address encoded decryption processes because a limitation of this work is the use of Base 64, which is restricted to representing 64 characters [9] . The main purpose of this research effort is to improve the data storage of QR codes. This can increase the employment field of the QR code, mainly for smart cities that must process considerable amounts of data. Despite this need, it has been noticed that researchers have not achieved a clear increase in general accounting expenses due to the use of multicast and even multicolour QR codes in much detail [10] . Numerous studies have attempted to explain how separate messages are encrypted to obtain two-layer QR codes, with both the top and bottom layers encrypted in the left and right display modes to encrypt two required messages. However, some evidence suggests that it is difficult to read the QR code by increasing the complexity of the recognition of images that are enlarged, although research is required to confirm the output findings [11] . An additional method used to store more data in less space than the QR code adopted zip compression of data by replacing a small code word with a different type of character through a secure multiplex [12] . Other researchers focused on increasing and expanding the amount of stored data by using a multicolour QR code, which was used in market cash registers that scanned the QR code for payment [13] . Several attempts have also been made to clearly demonstrate that it is possible to transplant information from three layers into the QR code and Hamming code, where the ability to modify and correct the error in the QR code itself depends on the capability to insert confidential information. However, it has been noted that this approach suffers from several key aspects, such as the difficulty of reading QR codes and accurate detection in the event that multiple QR codes have significant distortions and blockages in images with varying lighting and noise. [14] . The use of a Base 64 algorithm in the encryption and decryption stage had a significant effect on increasing the data storage capacity in a QR code [15] . This 2LQR code has two levels: general and private. The general level can be read by any QR code reader, while the second level requires a special application that includes specific input data. Despite the success of this method, the storage size of the 2LQR code needs to be expanded. The research to date has not been able to determine whether QR codes can carry a large amount of data regardless of the success of this method; the storage size of the 2LQR code must be expanded and improved [16] . A QR code authentication system was achieved by adding built-in authentication data, such as secure message data and encryption signatures. Much uncertainty still exists about the relationship between the authentication procedures, and applying this method must be tested under more difficult conditions (blur an image, poor lighting, etc.) [17] .
III. COMPRESSION USED IN THE PROPOSED SYSTEM
Different methods proposed in the classification of this work have suggested using the lossless compression technique, a technique that does not neglect or lose any bits in the process stages. There are many types of lossless compression techniques, but the most suitable for data integrity in relation to this research is Huffman coding.
A. HUFFMAN CODING
Huffman coding is a lossless data compression algorithm. It considers that quantitative measures would usefully supplement and extend the basic structure of this algorithm depending on two main parts: the first part is concerned with the production of the Huffman tree, while the second part traverses the tree to locate symbols. As such, depending on the basic idea propelling this algorithm, a variable-length code is assigned to enter different characters. Thus, the frequent use of the character and its repetition in the text is immediately associated with the length of the code applied, where the letters that have a high repetition in the text take the smallest symbols and similarly, the fewer the symbols repeated, the longer the code. The complexity used to identify the repeating of each letter is measured by the following law: O (n log n). All public and private information is encrypted after being compressed as simultaneous sub-pixel blocks in the secret-sharing algorithm of QR [18] .
B. INTEGRITY OF DATA USING HASH FUNCTION
To ensure data integrity, several mathematical functions are used to transform a diverse arithmetical input value into another compressed value. The input to that function is of arbitrary length, but the output is of a continually fixed length. The hash function is one of the most important and significant functions needed to accomplish this task. Values returned by a hash function are named hash values; more details on hash functions are available in [19] . References [20] and [21] highlight the use of strict breakdown criteria (SAC) and bit independence criteria (BIC) to deal with changes in the output bit by relying on input bits. The main structure of the hash function is shown in Figure 2 below. 
IV. COMPARISON BETWEEN 1D BARCODE AND QR CODE
Barcodes are delineated through their extensive use in society because of their host characteristics. In relation to the activity in reading and efficiency in the results, the data and information are often stored in one direction within the barcode (see Figure 3 ).
Subsequently, there is a need for extra enhancements to the barcode to increase the amount of data stored in it and enable the storage of various information and different characters in the output, which can then be printed in a small storage space. Improvements and modifications on the barcodes thus proceeded to respond to these problems by producing twodimensional barcodes.
The information is stored in the QR code in a vertical and horizontal format, so it retains the information as a twodimensional code.
The QR code is superior to the barcode in terms of storage, as it has the ability to store various information such as alphabets, numbers and other data with a storage capacity that exceeds the storing capacity of a bar code. A QR code stores up to 7089 characters, while a bar code can hold only 20 digits. The QR code has a small print size, is resistant to dirt and damage and has the ability to be read in different directions.
A. OVERVIEW OF QR CODE STURCTURE
Two-dimensional barcodes were introduced for the first time in 1990 and have since played a great role in the fields of confidentiality and copyright, in addition to their ability to encode more data than 1D barcodes. Consequently, 2D barcodes have been extensively used in various areas since their conception. There are many types of QR codes, with more than 30 different kinds of 2D barcodes presently obtainable in the marketplace. The QR code has been used in many countries, including Japan. The QR code, which was developed by Denso Wave in 1994, is authorized by the Denso Wave website wherever ''QR'' indicates ''quick response'' [22] . Indeed, the QR code collection has different categories of data with high storage, and QR can be read appropriately [23] . The main structure of the QR code comprises the following five parts:
1. The finder pattern used to arrange the determined position, size and angle of the QR code denotes the squares placed on three of the QR corners. 2. The alignment pattern can be used for alteration restoration to classify and ensure that the QR code covers nonlinear distortions located in the alignment pattern by consuming an independent black cell. 3. The timing pattern is denoted by a three squares finder pattern. These squares are a collection of black and white cells in horizontal and vertical lines. It can be used to calculate the coordinate of a symbol and can be used to make sure a symbol is stable and can deliver properly without distortion. 4. The quiet zone is the blank region positioned around the structure of the QR code. That region is essential for reading the QR code. Generally, it has four or more cells. 5. The data in the QR code will take binary forms if ''0'' and ''1'' are constructed on Reed-Solomon codes, and the code represents the data to be saved (see figure 4) .
B. BENEFITS

Symbol Version:
The QR code has many ranges of symbol versions that lie between versions (1-40), and each version has a number of modules and a dissimilar module arrangement. The module is denoted by two colours (black and white) that represent the points needed to create the structure of the QR code. The number of modules delimited in each symbol indicates the ''module configuration'' that starts (21 × 21 modules) for Version 1 and is active up to (177 × 177 modules) for Version 40, with each version having four various modules.
C. DATA CAPACITY
The data capacity of the QR code differs depending on the data it carries; it can carry up to 7,089, 4296, or 2953 characters for numeric, alphanumeric, or binary/byte formats, respectively, while a traditional one-dimensional barcode can carry a maximum of only 20 digits. The QR code is disparate from other barcodes, as the QR code is easily read and can detect the data by using both physical scanners and mobile devices.
V. PROPOSED METHOD
The majority of participants agreed with the statement of the proposed system, which showed a QR code that dealt with two basic levels of confidential data sharing. The first level was dependent on lossless data compression with the encryption of data in different stages of compression. All information was highly encrypted and accurate. This view was echoed by another informant, as it can be demonstrated that the security dependence of the proposed algorithm in this paper depends on the mechanism needed to deal with the general structure of the algorithm. This would be done by taking advantage of an integration of the Huffman data compression algorithm and encrypting the output by entering it into an Exclusive OR (XOR) function with a variable encryption key of the same length of text.
The majority of participants agreed with the statement that proposes a new way to overcome the problems and weaknesses of the previous QR algorithm.
Together, the results in this paper have provided important insights into storage capacity, which has then been successfully expanded as follows:
1. Converting data, whether text or image, to binary encoding [0, 1]. 2. Converting binary notation [0,1] to hexadecimal code, that is, [0, 1, 2, 3, 4, 5, 6, 7, 8, 9, A, B, C, D, E, F]. 3. Dealing with the output of the second step as text that is entering the Huffman coding algorithm.
A binary-encoded file is obtained as output from our
Huffman coding algorithm. We symbolize it as X. 5. The resulting binary file from step 4 is read in reverse, and the reading result is stored in a new file that is the same length as the original file that is produced in step 4 with the key symbol. In other words, this paper depends on a stream cipher concept, and a symmetric key cipher has been used. In a stream cipher, each plain-text digit is encrypted one at a time with the identical digit of the key stream to provide a digit of a stream cipher-text, and the combining operation is an exclusive-or (XOR). Generating keys used in this research paper must be easy and satisfy the most important requirements in the general structure of the proposed system that serves the quick response code. In considering the use of this key, the encryption must be characterized by strength and complete confidentiality with a balance between time and complexity, which is generated with a high dynamic that is provided by our method while maintaining speed. We also know that to benefit from the QR code, the methods used with it must be fast; Table (1) shows the execution time for the key generation of different file sizes. 6. Pronouncing the XOR function between (X) and (Key), we input the result in a new variable (Y). In this step, a roadblock is placed for an attacking party by making the compression method use one-way data compression. 7. Revert to the second step and repeat the operations sequentially until we reach a conclusion.
However, when taken together, these results suggest that there is an association between the XOR operations used with the selected secret key in this paper, which would then greatly reduce the computational complexity of encryption and decryption, thereby helping to overcome the aforementioned weaknesses faced by the previous QR algorithm. The secret level information can then be extracted and decrypted to obtain the information stored in the QR code. The findings from this study make several contributions to the current literature, and the important contributions are summarized to demonstrate a clear approach on how to increase the storage capacity of the QR code (See Figure 5 ).
VI. EXPERIMENTAL RESULTS AND DISCUSSION
The methods for measuring QR codes have varied somewhat across this research area, and a case-study approach was adopted to obtain further in-depth information towards verifying how to secure electronic documents by creating a digital signature that was prepared by several algorithms to assure highly secure and confidential lossless compression. Consequently, this is finalized in the form of a quick response code (QR) through the suggested approach. The QR code consists of the outputs pertaining to the encrypted compression function that have been attached to improve the properties of the QR function by providing the highest amount of data that can be absorbed in the QR code while ensuring that the data exchange maintains a high level of confidentiality. A variety of methods are used to assess QR codes, and each has its advantages and drawbacks. This work considered the quantitative measures that would usefully supplement and extend the QR code by applying the two methods incorporated into the proposed algorithm, as demonstrated in Figure 4 :
• Method 1: The input for the first method is the arbitrary length of the message, which can be of any size, while the output is the fixed hash value that is determined in advance. This feature gives a dynamic impression of this method, which means that the expansion of the output length is flexible and dynamic and depends on the value that the user sets in preparing the program to determine the proposed output hash function. For example, the user selects 64, 128, 96, 256,. . . . . . or any value that meets the user requirements for this program, as this value is a threshold parameter that controls the level of data compression and access to the final value of the hash.
• Method 2: The input of the second method is the arbitrary length of the message, with the output being a fixed ratio of the length of the message, meaning that the output is also flexible and dependent on the ratio in the program, which is set by the user to determine the output suggested hash function. This method has been relied on in files that require control over an amount of a pressure ratio. For example, we want the amount of pressure to be (0.05,001,0.004,0.001). . . or any percentage of the file size determined in advance. This percentage shall be considered the threshold upon which the data entries are compressed into the quick response code. In other words, this method provides a dynamic compression ratio that stops the predetermined condition where the entered file is calculated, and based on the percentage that has been determined, the number of turns required to reach the hashtag size that meets the user requirements and is proven by the threshold value is determined. Figure 6 shows the main structure used to convert the lossless compression technique into a one-way compression technique in encrypted ways by two methods (method 1, method 2).
In general, the following observations can be noted: Method 1 and Method 2 in this paper are used to improve the storing ability of the QR code and increase the security level, thus making the security level of both methods better than the traditional QR code.
The QR code resulting in this work has the potential to handle large files successfully. The proposed method is able to feed data of different sizes to the QR code in an encrypted way. In case we want to store large and important data in a safe manner, we recommend using our method, but if the data size is small and not important and does not require a high level of security, a traditional QR code method is sufficient. The experimental results are recorded in Table 2 and Table 3 . The required compression ratio of the data is predetermined to obtain the final value of the hash. It is directly proportional to the number (rounds) used in this program. These rounds are not determined but depend on the amount of compression required, which depends on how important the data are. This means that the time spent in the first method, whose outputs are constant values, is higher than the time spent in the second method and vice versa.
For example, if we take a file with a bit size of 51870 and the first method is applied to a compression threshold value of 48, the resulting hash size (48 digits) required to complete this hash is 118 cycles, and the execution time is 0.9209 seconds. However, if we use the second method on the same file that was used in the first method and with a high compression threshold value of 0.004, the length of the hashtag is 50 and needs 108 cycles to complete this hash, and the implementation time is 1.1325 seconds. The first method was used on the same file and extracted the value of the following hash length of 64 by adopting the compression ratio 64:
The number of cycles was 132, and the second method was applied on the same file.
The same hash value of the same length, which is 64, is derived by the compression ratio and a ratio of 0.005 and 132 rounds; more details can be found in Table 2 and Table 3 . Both methods have dynamic compression ratios.
For the first method, the data can be converted to any length and stored in the QR code. The required compression ratio of the data volume can also be determined in Method 2. This method has been used and applied effectively and successfully to protect and verify electronic documents. The QR code this paper is a digital signature used to protect and verify confidential and important documents. The data used in these two tables are binary. The time required for each round, which is directly related to the number of rounds, as shown in Figure7 and Figure 8 , which describes the relationship between the number of repetitions and the execution time required for each iteration, and applies Method 1 on a 51870 bit file size with four different compression values (25, 32, 48, 64) that represent the levels of output hash. Then, method 2 is applied on a 51870 bit file size with four different compression rates (0.01, 0.008, 0.005, 0.004) that represent the levels of output hash from the original length file.
A summary of the test applicability of reading QR codes of eight different file sizes (139984, 245840, 317944, 542384, 813336, 906824, 1186992, 1725512) created from various compression rates (Method 1 & Method 2) is provided in Table 4 . The binary file used in this table depends on the text file. For method 1, the threshold value (64, 128, 256) was applied. For method 2, the threshold value was 0.001, 0.003, and 0.005. then output of data is printed as QR code. All these QR codes are easy to read for both Methods 1 and Methods 2.
It can be seen from experimental tests that if files are not processed using our suggested method, it is very difficult to convert large files such as (139984, 245840, 317944, 542384, 813336, 906824, 1186992, and 1725512 bits) directly to the QR code, and if they are converted, You will not be able to read it. You can find details of more files with hash values in the supplemental files of this paper.
Both methods use a robust and flexible way to formulate a novel and secure one-way compression technique to help create a new QR code for the verification of data integrity. It is easy to recognize two levels; the first level of each method is a public level, which can be decrypted and distinguished by any standard QR reader, while the second level is a private level and can be read only with the help of a compression algorithm that is used with a secret key to help the encryption process. The experimental results in Table 2 and Table 3 show that documents can be verified using this algorithm with a high accuracy rate.
VII. CONCLUSION
This project was undertaken to design a novel method for evaluating the information of electronic documents using a QR code, especially concerning confidentiality for the rapid detection of information and documents at high speed. The aim of the present research was to examine the technique of concealing confidential information.
Considering the objectives procured from this work, the main intention was to create a QR code based on encrypted and compressed data. The improvement in this work thus encourages an expansion of the number of secret words to be exchanged and transmitted. It can be noted through the scheme of the proposed algorithm that the new design can protect information at several levels based on the QR code and Huffman code, and this design can be used easily and more efficiently in practical applications. The proposed algorithm was discussed in the schemes of several aspects, such as secrecy, durability, complexity, and storage capacity. As such, we have resorted to methods that provide a higher level of security than others, as it has become possible to accommodate a large number of words that could not be absorbed by the QR code in the normal case. A number of known attacks can be resisted through the building of this new QR code model that satisfies security requirements while maintaining the speed features unique to the QR code.
